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Abstract

The focus of this paper is to present the first threshold signature scheme based on biometric identity, which is acquired from a recently
proposed fuzzy identities-based encryption scheme. An important feature of this scheme, which is different from other previous ID-based
threshold signature schemes, is that it can be applied to situations using not only average personal attributes in social contact but also
people’s noisy biometric inputs as identities. The security of our scheme in the selective-ID model reduces the limit in the hardness of the
Decisional BDH Assumption.
� 2009 National Natural Science Foundation of China and Chinese Academy of Sciences. Published by Elsevier Limited and Science in
China Press. All rights reserved.
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1. Introduction

The concept of digital signature, first introduced by Dif-
fie and Hellman [1] in 1976, allows a signer with a secret
key to sign a message and anyone with a public key to ver-
ify the signature. In 1984, the notion of the ID-based cryp-
tosystem was put forward in the pioneering paper of
Shamir [2]. The main purpose of such systems is that any
user may use the identity information, such as full name,
e-mail address or telephone number, as his/her public key.

In a (t,n) threshold signature scheme, it is only when the
number of participators is equal to or more than a thresh-
old value t that a signature can be generated. Anyone can
verify the authenticity of the message with a public key.
Many such schemes [3,4] based on identities have been
proposed.

However, all the previous schemes used people’s attri-
butes in social contact as identities, and viewed the identities
as alphabetic or bit strings. The chief drawback of such
schemes is that they did not allow human biometric charac-
teristics to be used as identities; for example, speech-sounds

and iris scans that are very special attributes but will easily
cause aberration when sampled. What is more, in the (t,n)
threshold signature schemes [1,5,6], the values of t are fixed
and they cannot be applied to some situations.

Since the value of a biometric sample is often disturbed
by many noises and has distortion when sampled, we will
not be able to utilize previous common identity-based
schemes.

In 2005, Sahai and Waters [7] proposed a new concept
‘‘Fuzzy ID-Based Encryption”. The identities in his paper
are viewed as the attributes set describing the characteris-
tics of identities. If and only if there is some intersection
between the encryption identity x0 and the decryption iden-
tity x, a user holding the private key of x would be able to
decrypt the cipher text encrypted by x0.

Based on the scheme presented by Sahai, a new ID-
based signature scheme is constructed in our article. Com-
bining of this signature scheme and Zhang’s distribution
key generation protocol [8], we propose the first threshold
signature scheme based on fuzzy biometric identity without
a trusted dealer.

Our threshold signature scheme has features of strong
error-tolerance and flexibility. Its application is much more
extensive.
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In the selective-ID model, its security is reduced to the
hardness of the decisional BDH assumption.

There are two main features of our scheme:

1. Using biometric attributes as identities. Some values of
biometric attributes with noises can be used as private
keys to partially sign a message and generate a valid sig-
nature, even if the values of biometric samples attained
at several separate times are a little different from each
other.

2. Viewing real people’s names as identities, just like com-
mon ID-based schemes. In this situation, our scheme
will show adaptability (flexibility). It can effectively resist
intruders and forgers under the circumstances that t � 1
participants conclude.

The identities in this article can be certain biometric
attributes of human beings, or any of their accurate code
names.

2. Preliminaries

2.1. Bilinear pairing

A bilinear pairing e is defined over two multiplicative
groups of the same order p. The two groups are denoted
as G1 and G2, respectively. Let g be a generator of G1.
The bilinear pairing is a map from G1 to G2, namely,
e:G1 � G1 ? G2. It has the following properties:

Bilinear: e(ua,vb) = e(u,v)ab, where u,v 2 G1 and
a,b 2 G2.
Non-degenerate: e(g,g) – 1.

These properties imply that for any a,b,c 2 G1, we have
e(a,b � c) = e(a,b) � e(a,c).

2.2. Decisional bilinear Diffie–Hellman (DBDH)
assumption

Suppose a challenger chooses a; b; c2RZp at random. The
DBDH assumption is that no polynomial-time adversary is
able to distinguish the tuple (ga,gb,gc,e(g,g)abc) from the
tuple (ga,gb,gc,e(g,g)z) with a negligible advantage.

3. Sahai’s encryption scheme

We define the Lagrange coefficient Di,N(x) for
i 2 Zp and N # Zp

Di;N ðxÞ ¼
Y

j2N
j–i

x� j
i� j

Setup: Choose g1 = gy,g2, t1, t2, . . ., tn+1 2 G1, and we
define a function

T ðxÞ ¼ gxn

2 �
Ynþ1

i¼1

tDi;N ðxÞ
i

The public keys are g1,g2, t1, t2, . . ., tn+1, and the private key
is y.

Key generation: Randomly select a d � 1 degree polyno-
mial q such that q(0) = y. The private key contains two sets
{Di}i2x and {di}i2x, in which Di ¼ gqðiÞ

2 � T ðiÞ
ri and di ¼ gri .

Encryption: Given an identity x0 and a message m, the
encryption is E ¼ ðx0;E0 ¼ m�eðg1; g2Þ

s
;E00 ¼ gs; fEi ¼

T ðiÞsgi2x0 Þ.
Decryption: M ¼ E0 �

Q
i2S

eðdi ;EiÞ
eðDi ;E00Þ

� �Di;S ð0Þ
, where S is a

subset of x \ x0, and jSj = d.

4. A new signature derived from Sahai’s encryption scheme

Now, we consider designing a new signature scheme
based on Sahai’s encryption scheme. The new scheme con-
sists of three algorithms: the parameters extraction algo-
rithm (PE), the signature generation algorithm (SG) and
the signature verification algorithm (SV).

PE: The definition of G1 and G2 is the same as that in
Section 2.1. Choose g1 = gs,g2 2 G1 and define T ¼ gn

2 � gh

for simplicity. Define a one-way collision-free hash function
h as f0; 1g� ! G�1.

Given a message m, first select x2RZp, and then compute
H = h(m),Y = e(H � g2,gs)x 2 G2.

The public key is published as Y and the private key is x.
SG: Supposing that the private key is x and the given

message is m, a signer randomly selects a2RZp, and
calculates

Q ¼ eðH s; gÞx;U ¼ gx
2 � T a; V ¼ gsa

The signature is r ¼ ðQ;U ; V Þ 2 ðG2 � G2
1Þ.

SV: Anyone who has a signature r can verify it with the
public key Y 2 G2:

Q � eðg1;UÞ ¼ eðV ; T Þ � Y : ð1Þ

Theorem 1. Any signature r satisfying Eq. (1) can be

regarded as a valid signature, otherwise it cannot.

Proof of Theorem 1.

Q � eðg1;UÞ ¼ eðHs; gÞx � e g1; g
x
2 � T a

� �
¼ e g1;H

x � gx
2 � T a

� �

eðV ; T Þ � Y ¼ eðgsa; T Þ � eðH � g2; g
sÞx ¼ e g1; T

a � H x � gx
2

� �

Therefore, we have Q � e(g1,U) = e(V,T) � Y. h

5. Our threshold signature scheme

5.1. Distributed key generation (DKG) protocol

DKG is an important ingredient of a threshold signa-
ture system. Our threshold signature scheme is also based
on a DKG protocol [8]. Participators can generate public
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keys and private keys by cooperation without any trusted
third parties.

1. Suppose that the players group is A1, in which every
player pi randomly selects aik2RZpðk ¼ 1; 2; . . . ; tÞ, and
jA1j = n1. Thus pi can choose a t degree polynomial
fiðxÞ ¼

Pt
k¼0aik � xk 2 Zp½x� such that ai0 = fi(0).

2. For a message m, pi computes sij = fi(j) and H = h(m).
Then it broadcasts Aik ¼ eðH �g2; g

sÞaik ðmodpÞ and yij ¼
eðH �g2; g

sÞsijðmodpÞ. The secret key x is now defined as
x ¼

P
i2A1

ai0ðmod qÞ, even though it is not explicit.
3. Each player pj verifies the value broadcast by other play-

ers in A1. Namely, for i 2 A1, pj checks whetherQt
k¼0Ajk

ik ¼ yijðmod pÞ.
4. At the end of this phase, every honest player pi obtains

xi ¼
P

i2A1
sji as his share of the secret key x. Thus the

public key of pi is Ci ¼ eðH � g2; g
sÞxi . Given Aij(1 6 j 6

t + 1), Ai0 can be calculated from the Lagrangian inter-
polation polynomial.

We are able to resist l (l < n1) dishonest players. As a mat-
ter of fact, they can be identified and then be excluded [8].

5.2. Partial signature generation

We assume that A2 is the set of verifiers for partial sig-
natures such that jA2j = n2,A1 \ A2 = S and jSjP t. Each
participator pi randomly chooses t1, t2, . . ., tn+1 2 RG1 for
himself, where n is independent of n1 and n2. Let N be
the set {1, . . .,n + 1} and he computes T ðiÞ ¼ gin

2 �Qnþ1
j¼1 tDi;N ðiÞ

j as his secret value.

For player pi 2 A1, an arbitrary value is selected ri2RZp

and calculated

Qi ¼ eðgs;HÞxi ;

Ri ¼ T ðiÞri ;

U i ¼ gxi
2 � Ri:

8
>><

>>:

The partial signature on message m given by player pi is
ri = (Qi,Ri,Ui) and is then broadcast to the set A2.

Anyone in A2 can be designated to verify the validity of
each partial signature. We assume there is a designated
player (DC) in S. After having received the partial signa-
tures, DC verifies every partial signature.

Theorem 2. A partial signature is accepted if and only if the

following equation holds.

Qi � eðg1;UiÞ ¼ eðg1;RiÞ � Ci ð2Þ

Proof

Qi � eðg1;UiÞ ¼ e g1;Hð Þxi � e g1; g
xi
2 � T ðiÞ

rið Þ
¼ e g1;H

xi � gxi
2 � T ðiÞ

rið Þ

eðg1;RiÞ � Ci ¼ e g1; T ðiÞ
rið Þ � eðH � g2; g1Þ

xi

¼ e g1; T ðiÞ
ri � Hxi � gxi

2ð Þ

So we have Qi � e(g1,Ui) = e(g1,Ri) � Ci. h

5.3. Threshold signature generation

A DC computes

Q ¼
Q

i2S
QDi;Sð0Þ

i

R ¼
Q

i2S
RDi;S ð0Þ

i

U ¼
Q

i2S
UDi;Sð0Þ

i

Y ¼
Q

i2S
Ai0

8
>>>>>>>>><

>>>>>>>>>:

Then r = (Q,R,U) is the signature on message m.
r and Y are published so that any public personnel is

able to verify the threshold signature r.

Theorem 3. A threshold signature is accepted if and only if

Q � eðg1;UÞ ¼ eðg1;RÞ � Y ð3Þ

Proof

Q ¼
Y

i2S

QDi;Sð0Þ
i ¼

Y

i2S

eðg1;HÞ
xi�Di;S ð0Þ ¼ eðg1;HÞ

P
i2S

xi�Di;S ð0Þ

¼ eðg1;HÞ
x

R ¼
Y

i2S

RDi;Sð0Þ
i ¼

Y

i2S

T ðiÞri �Di;Sð0Þ

U ¼
Y

i2S

UDi;Sð0Þ
i ¼

Y

i2S

gxi
2 �T ðiÞ

rið ÞDi;Sð0Þ ¼ gx
2 �

Y

i2S

T ðiÞri �Di;Sð0Þ

 !

Y ¼
Y

i2S

Ai0 ¼
Y

i2S

eðH � g2; g1Þ
ai0 ¼ eðH � g2; g1Þ

P
i2S

ai0

¼ eðH � g2; g1Þ
x

So, the left side of Eq. (3) equals

Q � eðg1;UÞ ¼ eðg1;HÞ
x � e g1; g

x
2 �

Y

i2S

T ðiÞri�Di;Sð0Þ

 ! !

¼ e g1;H
x � gx

2 �
Y

i2S

T ðiÞri �Di;S ð0Þ

 !

ð4Þ

While the right side of Eq. (3) is

eðg1;RÞ � Y ¼ e g1;
Y

i2S

T ðiÞri �Di;Sð0Þ

 !

� eðH � g2; g1Þ
x

¼ e g1; g
x
2 � H x �

Y

i2S

T ðiÞri �Di;Sð0Þ

 !

ð5Þ
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Obviously, expression (4) equals expression (5). There-
fore, we have accomplished the proof. h

6. Security analysis

In the phase of DKG, the authentication on every par-
ticipator is public and reliable. Any malicious participators
would be excluded and t + 1 honest players can reconstruct
the secret key x.

Theorem 4. In the selective-ID model, the security of our

scheme reduces to the DBDH assumption.

Proof. Sahai and Waters [7] have proved in his paper that
in the selective-ID model the security of his encryption
scheme is reduced to the hardness of the DBDH
assumption.

Our proposed threshold signature scheme based on
fuzzy biometric identity is a variant of Sahai’s encryption
scheme.

The decryption in [7] and the verification of Eq. (3) in
our scheme almost use the same symbols.

eðg1;HÞ
x � e g1; g

x
2 �
Y

i2S

T ðiÞri �Di;S ð0Þ

 !

¼ e gs;
Y

i2S

T ðiÞri �Di;Sð0Þ

 !

� e g2H ; gsð Þx ð6Þ

And the equation in [6] is equivalent to

eðg1; g2Þ
s �
Y

i2S

eðgri ; T ðiÞsÞDi;Sð0Þ

¼
Y

i2S

e gqðiÞ
2 � T ðiÞ

ri ; gs
� �Di;Sð0Þ

ð7Þ

The accession of H and some variations in Eq. (7) do not
compromise the security of Sahai’s encryption. Therefore,
no adversary can break our scheme in the selective-ID
model if the decisional BDH assumption is hard.

No adversaries are able to obtain a player’s secret share
xi, nor can they gain the secret key x by the value of Y,
because they would encounter discrete Logarithm
problems. h

Theorem 5. No adversaries could possibly deduce a private

value ri or s.

Given g,g1,g2 and m, it is obvious that adversaries will
encounter DLP if they try to solve equations g1 = gs and
Ri ¼ T ðiÞri .

On the other hand, neither can they deduce ri or s by
means of an arbitrary number of partial signatures.

One partial signature is represented as ri = (Qi,Ri,Ui),
and

Qi ¼ eðgs;HÞxi

Ri ¼ T ðiÞri

U i ¼ gxi
2 � Ri

8
><

>:

Take Qi, for example. The value of xi is not available to the
public (see Section 6.3). In addition to s, there are two un-
known quantities in Qi. The adversaries may face not only
discrete Logarithm problems but also bilinear pairing
inversion problems.

Even though they have the ability to solve the above two
problems, owing to the fact that T(i) is set as a private
value, it will be almost impossible for them to succeed.
The reason is that no matter how many partial signatures
are intercepted, the number of unknown quantities in the
equations set constituted by fQk1

;Qk2
; . . . ;Qkl

g will be twice
as many as that of equations in the equations set.

Therefore, it is unfeasible to deduce ri or s.
No forgers would be able to fabricate a partial signature

ri of player pi.
We assume that a forger randomly selects T(i)0 2 G1,

and r0i; s
0 2 Zp to forge a ri

0 = (Q0i,R0i,U0i). Then the right
side expression of Eq. (2) is eðgs0 ; T 0ðiÞr

0
iÞ � eðH � g2; g

s0 Þxi .
However, without the knowledge of xi, his/her fake partial
signature will not be accepted according to Eq. (2).

Theorem 6. Any forger, however, cannot fabricate a thresh-

old signature r.

Definition. We say a threshold signature cannot be forged
on the condition that at most t � 1 players in collusion with
each other do not have the ability to output a valid signa-
ture on a message m which has never been signed before.

Proof of Theorem 6. It is evident that group members in
our proposed threshold signature scheme share the group
secret key x with a (t,n1) threshold scheme; therefore,
group members less than t cannot conspire to generate a
valid signature through the operation of our scheme.

But what if a forger attempts to fabricate a valid
signature through analysis of Eq (3)? Now we show that it
will not work.

Assume a forger chooses a value for Q. In order to make
Eq. (3) hold, the forger has to work out U ¼ gx

2 � R.
The problem is now reduced, as shown below:

eðgs;UÞ ¼ eðgs;RÞ � Y � Q�1 ) eðgs; gx
2Þ ¼ Y � Q�1

Given the public key Y and an assumed value of Q, how-
ever, it is a DL problem to calculate s and x.

On the other hand, if the forger chooses U first, Q needs
to be computed similarly.

Q � eðg1;UÞ ¼ eðg1;RÞ � Y ) Q ¼ e g1;H
xð Þ

Now, the question is the computation of Q = e(g1,Hx).
Again, without the knowledge of x (see Section 6.3), the
forger cannot forge a signature in this way either. h

7. Discussion

If all the participators in group A1 have effective contri-
bution to threshold signature, it would be natural for cer-
tain adversaries to breach the players one by one.
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In our scheme, though every player can generate his/her
partial signature, some (perhaps a large number) players in
A1 have nothing to do with the generation of a threshold
signature. The corresponding secret shares are meaningless.

This feature makes the adversaries hesitate when trying
to breach a specific participator. Due to the redundancy in
the signers group, even though adversaries have attained a
few secret shares from A1, they cannot decide whether the
shares are valuable. The size of the number of redundant
players in A1 will surely increase an adversary’s computa-
tion by a certain degree.

Here, we suppose jA1j = n1. The ‘‘valuable players”,
whose partial signatures constitute a threshold signature,
form the set S, which is determined by both A1 and A2 such
that jSj = t.

An adversary may possibly randomly select t players
from A1. The players selected are defined as a subset K such
that jKj = t. Therefore, the possibility

PfS ¼ Kg ¼ t!
n1!= n1 � tð Þ! ¼ Cn1

t

� ��1

From the property of combinatorics, we know that
P{S = K} gets its minimum Pmin{S = K} when t ¼ n1

2

� �
.

Depending on the practical situation, we can determine
the values of t and n1. For example, ordinary messages
need 30% (t = 0.30n1) of all the players to sign, while
important ones need at least 75% (t = 0.75n1) players. In
addition, each player’s prestige, authority and credibility
should also be considered.

The design of redundancy affords the scheme better flex-
ibility and better adaptability.

When the identities in our scheme are viewed as biomet-
ric attributes, the situation is similar.

8. Conclusion

We have constructed a new signature scheme derived
from Sahai’s fuzzy ID-based encryption, and have proved
its correctness. We have also extended the proposed signa-
ture scheme to the first fuzzy biometric ID-based threshold
signature scheme, in which the key generation phase does
not require a trusted authority and is equipped with cheater
detection, which is essential in a distributed system. We

have also shown some good properties of our threshold sig-
nature scheme as:

Tolerance: A slight difference within a certain error
range between several samplings of the same biometric
identity is allowed. And some players’ noncooperation
has no influence on our scheme, if their social names
are viewed as identities.

Unforgeability: Compared with other previous schemes,
the main contribution of this proposed scheme is that it
can be applied to many more fields, which means that
we can also use biological specificities whose property
values cannot be sampled accurately as identities. This
will make the signature generation more believable
and more convenient.
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